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Network Security Essentials Notes.

Required Selected Review in Ch 2 and 3

AES stands for Advanced Encryption Standard and destined to be a replacement candidate of TDEA (Triple Data Encryption Algorithm) because of its drawbacks:

· Relatively sluggish in software;

· Uses small fixed 64-bit blocks, which need to be increased in size.

For reasons of efficiency and security AES will be using:

· Symmetric block cipher 128-bits long;

· Support key lengths of 128, 192 and 256 bits;

· Will have security strength equal or greater of TDEA;

· Will be much more efficient, flexible and hardware compatible.

IDEA stands for International Data Encryption Algorithm and differs markedly from DES in the round function and in the sub-key generation function, as well as in use of 128-bit key. It utilizes complex way of generating 6 sub-keys for each of 8 rounds of complex transformations using XOR, binary additions and multiplication functions. It is highly resistant to cryptanalysis and already won confidence for commercial applications for most global financial institutions. 

Blowfish is one of the most popular alternatives to DES. Because of easy implementation, very high execution speed, takes small system resources (5K of memory), variable key length of up to 448 bits, 16 rounds and use of dynamic variable S-boxes as a function of the key. Blowfish weakness is that its not suitable for applications where secret key changes rapidly. Blowfish is one of the most formidable conventional encryption algorithms without practical weaknesses found so far.

RC5 is the core encryption algorithm that made RSA Data Security products.

Main improvements over TDEA include:

Fast speed, ease of execution on microprocessor level, adaptable to various approach in choosing algorithm according to word length, variable number of rounds (up to 255), variable key length (up to 2048), simplicity, low memory requirements, high security and customation according to clients needs and data dependent rotation of various length.

CAST-128 is the encryption procedure of “Carlisle Adams ad Stafford Tavares” of Entrust Technologies. It enables use of variable key sizes (from 40 to 128 bits), uses larger sized fixed S-boxes that are very nonlinear and resistant to cryptanalysis, this sophisticated S-boxes are used to generate the sub-keys from the main key for extra strength, round function changes each time during 16 rounds of encryption process. This method is a result of a long process of research and development and extensively reviewed by cryptologist to be trusted as a high security approach for various Entrust products.

ECB stands for electronic codebook, which is the simplest way to handle encryption of plain text by dividing it into 64 bit long blocks at a time and encrypting it with the same key.  It is possible for cryptologists to analyze regularities, recognize pattern and break code for long and structured documents. Other techniques are necessary to overcome deficiencies of ECB for better security.

CBC stands for Cyber Block Chaining Mode, where XOR function and the same key chain the sequences of plaintext blocks together. This approach produces different cipher text blocks for exactly same or repeated plaintext messages. Initialization vector is required for this method and it must be protected and treated as well as the key.

CFB stands for Cyber Feedback mode, where encryption is done immediately on each character instead of blocks. It enables to operate in a real time, use streams instead of fixed blocks of data. Units of plaintext are chained together like in CBC and it requires initialization vector as well.

SHA-1 stands for Secure Hash Algorithm, which provides authentication for messages less then 264 bits and produces 160-bit message digest by following steps:

· Append padding bits to message in order to process it in required length of 448 blocks bits by using (448 Modulo 512) congruency  

· Append 64 bits, which contain original length before padding   to make required block of 512-bit length 

· Initialize message digest 160-bit buffer using 5 32-bit registers to hold intermediate and final results of hash function

· Process message in 512-bit blocks by 4 rounds of compression function (20 steps each in 1 round)

· Combine results of processing each block into final output of 160-bit message digest.

Complex repetitions of basic functions produce well-mixed results with good difficulty to secure transmission. In addition to authentication by producing “fingerprint” of a file, message digest also provides data integrity. 

MD-5 stands for Message Digest Algorithm, which produces shorter 128-bit message digest, does not have message size limitations, exercises 64 additive constants and 4 rounds of 16 steps function. It’s use significantly decreasing due to technological progress of hardware capabilities in brutal force attacks.

RIPEMD-160 stands for RACE Integrity Primitives Evaluation Message Digest algorithm, which is very similar to SHA-1 structure, but enables to process messages of any size, uses larger 160 numbers of steps, 5 logical functions and 9 additive constants.  It does more secure then MD-5 and uses longer 160-bit digest length by processing blocks of same 512-bit long size.
